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Intro
First, I’1l give a little intro, basic theory before beginning with assembling patch porting, don’t worry
this section will be short.

Why using their sources?

It’s too simple, this method it’s about of full and proper disassembling of each patch piece, for later
will get the new firmware addresses, so well done patch porting successfully to new model and/or
firmware.

Already knowing this, we can continue.
Before anything we need to get all apps, plug-in and add-ons to the best port we can.

* IDA

* Smelter 1

* ArmPC

* Entrypoint Converter

* Notepad ++ (recommended)
* babe loader

» Apply & undo patch .idc

» Gextract3

1 Requires Richtx32.o0cx to proper works.
2 Only it’s required for convert mbn to raw on compilation step.

This tutorial has middle difficult, and some situations than would be helpful for growing in patch
porting knowledge, its adding heap address porting.

Anyway it doesn’t impossibilities to learn from zero, for this I tried to be as clean as possible, adding
pictures of every step involucrate in porting process.

Its recommended port from alike Firmware’s at ours, to avoid difficult at address porting, it will be
explained on next steps.

Examples:


http://web.archive.org/web/20101128212044/http://se-developers.net/viewtopic.php?f=38&t=267
http://www.se-developers.net/memberlist.php?mode=viewprofile&u=12
http://www.se-developers.net/viewtopic.php?f=38&t=267#p2561

* w810 <--> w300 <--> w200

* s500 <--> w580 <--> k810 <--> k800 <--> k790
* w850 <--> w830

* Too, you can guide with convertibles models.

1. First we need to install IDA.

1.1. Already having installed IDA, we proceed to UnRar the babe loader into loaders folder located in
IDA root folder.

1.2. Then put undo and apply patch scripts inside of IDC folder located in IDA root folder.

2. Now, we proceed to install smelter that it’s a pattern search engine that supports inclusion of
unknown bytes, all explanations about it here: [smelter tut link].

3. Download Armpc here: no need to install

4. Notepad++ and Altova Diffdogg are optional, so in example I'll use it. It’s too recommended use
notepad++ because it’s much better than windows notepad.

Here we have the patch to be ported from k790 R8bF003 to w580 R8bE001:
Is strongly recommended to port this same patch, so you can view all proper screenshots.
VKEP patch: Select all

;K790 SW-R8BFOO3
;ABTO3anyck AMKTOQOHA B Hayane ros0COoBOr0 Bbi30Ba
; Automatic start of dictophone in the beginning of the vocal call
; (1) Heap shift (201A53A4 - 201A53A8)
; (c) Sic
; (p) Se-MaG
+44140000
211C A847
211C A847
580D0000 01AFB0O45
2418 8047
3C080000 11AFB0O45
82200001201884B0O6A46 0148804701EO059AFB045
C10FO000 BFOFOO00
201COOFOD2FA 2F4880470000
012000BDOOOO FIE73BAFBO45
059F 9847
C0920420 89AFB0O45

0000000000000000COCOOOOEOBOOEOEO
00000000000000000000O00CCOOEOOAL
0000000000000000COOOOOOEOOOOEOOO
00000000000000000000O00COOBEOOAM0
0000000000000000COCOOOOEOOOOEOEO
00000000000000000000O00CCOOEOOAL
0000000000000000COEOOOOEOBOOOOEO
00000000000000000000O00COOOEOOAL
0000000000000000COOOOEOEOOOOEOA
00000000000000000000O00CCOOEOOAL
0000000000000000COCOOOOEOBOOEOEO
00000000000000000000000C0OEOOAL
0000000000000000COOOOEOEOOOOEOA

264D211CFFB50A2005A10131244F33E0
24482418FFB5002100FO3CF82DEOFFFF
FFB5012100F036F800201F4FB8477D20
CO0012A101311A4F1EEOFFB51B481C4F
B847002805D1184FB847012100F022F8
13E00021174FOFE041204001201884B0
6A46FFB5144FB847002806D030681349
02A20132124B134FB847FFBDFFB51248
0068124FB847E4E7114BO59FFFB50E4B
1C60F2E7FFB50F480F4FEDE7580D0000
B97826453C0800009981D8440DEBF244
C5912645B1AD2645E5B6D844ABOFO000
2CO06000045FDF244A4531A2091912645

000000000000000000000000 8C8704202AF40000F9FC2745

As we can view this patch requires heap shift address, has medium size of new code and reasonable
number of hooks.


http://www.se-developers.net/viewtopic.php?f=38&t=267#

Step 1. Making, Clean-up and setting-up asm file.

We need to open the source Firmware idb database (as in this tut [open fw in IDA]), we proceed to
apply the patch opening apply patch.idc:

In Menu: File -->IDC File and select apply patch IDC that we has placed on IDC folder on IDA root
folder.

Later a textbox comes up to find for the vkp file we want to apply, we search it and accept, then IDC
ask for a confirmation to apply vkp, and click yes.

We can view IDA is applying vkp just wait until it’s done, then we can continue.

We jump to first offset of new code (in this case 45BOAF00) and analyze all new code between
45B0OAF00 and 45BOAFDB(final Patch Body Address) as seen:

Code: Select all

19caf00: 000OOOOOOOOENENEONEONEONEOONOONOOOONO 264D211CFFB50A2005A10131244F33E0 <- -
this is the first line of new code in the patch

19cafdO: 000000000OOOONONOEONEOEONEO 8CB8704202AF40000F9FC2745 <-- this is the last
line of the patch

And as we can see every two bytes one hex is added to offset ...
[non-available imaged posted]

To analyze code we have 3 data types:

* Normal code, analyzed with “c” key

o Examples: POP, LDR, B, PUSH instructions, etc.

* Data code, analyzed with “d” key

o Examples: entrypoints*, dword_, off_, BL instructions, etc.

« Strings, to analyze this select all offsets included in String (Unicode or ANSI) and press “a” key:
o Example: aNoElves DCB "N",0,"0",0," ",0,"E",0,"1",0,"v",0,"e",0,"s",0,0,0,0,0

*An entry is a memory address, an offset aiming to some Firmware part.
Depending on each data type analyze all new code in patch ...

\!/ Note: Analyzed code gets red gray or black offsets. Let Auto analysis do its job, it’ll get things
easier.

In our example analysis must be like this:
Code: Select all
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ROM:45BOAF00O

ROM: 45BOAF00O
ROM:45BOAF02
ROM:45BOAF04
ROM:45BOAF06
ROM:45BOAF08
ROM: 45BOAFOA
ROM:45BOAFOC
ROM: 45BOAFOE
ROM:45BOAF10

R5, dword_45BOAF9C
R1, R4, #0

{RO-R7, LR}

RO, #OXA

R1, loc_45BOAF20
R1, #1

R7, off_45BOAFAQ
loc_45BOAF78

ROM:45BOAF10
ROM:45BOAF12
ROM:45B0OAF14
ROM:45B0OAF16
ROM:45B0OAF18
ROM:45BOAF1C
ROM:45BOAF1C

3C F8

RO, dword_45BOAFA4
R4, R4, RO

{RO-R7, LR}

R1, #0
sub_45BOAF94
loc_45BOAF7A

ROM:45BOAF1E
ROM:45BOAF1F
ROM:45BOAF20

DCB OxFF
DCB OxFF

ROM:45BOAF20
ROM:45BOAF20
ROM:45BOAF20
ROM:45B0OAF22
ROM:45B0OAF24
ROM:45B0OAF28
ROM: 45BOAF2A
ROM:45BOAF2C
ROM:45BOAF2E
ROM:45BOAF32
ROM:45BOAF34
ROM:45BOAF36
ROM:45BOAF38
ROM: 45BOAF3A

36 F8

Co 00

loc_45B0OAF20

; DATA XREF: ROM:45BOAF080
{RO-R7, LR}
R1, #1
sub_45BOAF94
RO, #0O
R7, off_45BOAFAS8
R7
RO, OX3ES8
R1, loc_45BOAF7C
R1, #1
R7, off_45BOAFAQ
loc_45B0OAF78

ROM: 45BOAF3A
ROM:45BOAF3C
ROM: 45BOAF3E
ROM:45BOAF40
ROM:45B0AF42
ROM:45B0OAF44
ROM:45B0OAF46
ROM:45B0OAF48
ROM: 45BOAF4A
ROM:45BOAF4C
ROM:45BOAF50
ROM:45BOAF52

22 F8

{RO-R7, LR}

RO, off_45BOAFAC
R7, off_45BOAFBO
R7

RO, #0O
loc_45B0OAF52

R7, off_45BOAFA8
R7

R1, #1
sub_45BOAF94
loc_45BOAF7A

ROM:45BOAF52
ROM:45BOAF52
ROM:45BOAF52
ROM:45BOAF52
ROM:45BOAF54
ROM:45BOAF56
ROM:45BOAF58

loc_45B0OAF52

; CODE XREF: ROM:45B0AF44]
; ROM:45BOAF86]

R1, #0

R7, off_45BOAFB4

loc_45BOAF78

ROM:45BOAF58
ROM:45BOAF5C
ROM: 45BOAF5E
ROM:45BOAF60
ROM:45B0OAF62

RO, R4, RO
SP, SP, #0x10
R2, SP
{RO-R7, LR}




R7, off_45BOAFBS
R7

RO, #0
loc_45BOAF7A

RO, [R6]

R1, dword_45BOAFBC
R2, loc_45BOAF7C
R2, #1

R3, dword_45BOAFCO
R7, off_45BOAFC4

; START OF FUNCTION CHUNK FOR sub_45B0AF94

; CODE XREF: ROM:45BOAFOEj]
; ROM:45BOAF38j
R7

; CODE XREF: ROM:45BOAF1C]
; ROM:45BOAF507j

{RO-R7,PC}

FOR sub_45B0OAF94

; DATA XREF: ROM:45BOAF320
; ROM:45BOAF700

{RO-R7, LR}

RO, dword_45BOAFCS

RO, [RO]

R7, off_45BOAFCC

R7

loc_45B0OAF52

R3, dword_45BOAFDO
R7, [SP,#0x14]
{RO-R7, LR}

R3, dword_45BOAFC8
R4, [R3]
loc_45BOAF7A

ROUTINE

; CODE XREF: ROM:45BOAF18p
; ROM:45BOAF24p

45BOAF78 SIZE 00000004 BYTES

{RO-R7, LR}

RO, dword_45BOAFD4
R7, off_45BOAFD8
loc_45B0OAF78

DATA XREF: ROM:45BOAFOOr
452678B8+1 DATA XREF: ROM:45BOAFOCr
ROM:45BOAF36r

DATA XREF: ROM:45BOAF10r

ROM:45BOAF46r

44F2EBOD DATA XREF: ROM:45BOAF3Cr

ROM:45B0OAF64 14 4F LDR
ROM:45BOAF66 B8 47 BLX
ROM:45BOAF68 00 28 CMP
ROM:45BOAF6A 06 DO BEQ
ROM:45BOAF6C 30 68 LDR
ROM:45BOAF6E 13 49 LDR
ROM:45BOAF70 02 A2 ADR
ROM:45BOAF72 01 32 ADD
ROM:45BOAF74 12 4B LDR
ROM:45BOAF76 13 4F LDR
ROM:45BOAF78

ROM:45BOAF78

ROM:45BOAF78 loc_45B0OAF78
ROM:45BOAF78

ROM:45BOAF78 B8 47 BLX
ROM:45BOAF7A

ROM:45BOAFT7A loc_45BOAF7A
ROM:45BOAF7A

ROM:45BOAF7A FF BD POP
ROM:45BOAFT7A ; END OF FUNCTION CHUNK
ROM:45BOAF7C ;

ROM:45BOAF7C

ROM:45BOAF7C loc_45BOAF7C
ROM:45BOAF7C

ROM:45BOAF7C FF B5 PUSH
ROM:45BOAF7E 12 48 LDR
ROM:45BOAF80 00 68 LDR
ROM:45BOAF82 12 4F LDR
ROM:45BOAF84 B8 47 BLX
ROM:45BOAF86 E4 E7 B
ROM:45BOAF88 ;

ROM:45BOAF88 11 4B LDR
ROM:45BOAF8A 05 9F LDR
ROM:45BOAF8C FF B5 PUSH
ROM:45BOAFS8E OE 4B LDR
ROM:45BOAF90 1C 60 STR
ROM:45BOAF92 F2 E7 B
ROM:45B0OAF94

ROM:45BOAF94 ; SuUB
ROM:45BOAF94

ROM:45B0OAF94

ROM:45BOAF94 sub_45B0AF94
ROM:45B0OAF94

ROM:45BOAF94

ROM:45B0OAF94 ; FUNCTION CHUNK AT ROM:
ROM:45BOAF94

ROM:45BOAF94 FF B5 PUSH
ROM:45BOAF96 OF 48 LDR
ROM:45BOAF98 OF 4F LDR
ROM:45BOAF9A ED E7 B

ROM: 45BOAF9A ; End of function sub_45B0AF94
ROM: 45BOAF9A

ROM: 45BOAF9A ;

ROM:45BOAF9C 58 0D 00 00 dword_45BOAFOC DCD 0xD58
ROM:45BOAFAQ® B9 78 26 45 off_45BOAFAO DCD sub_
ROM:45BOAFAO

ROM:45BOAFA4 3C 08 00 00 dword_45BOAFA4 DCD 0x83C
ROM:45BOAFA8 99 81 D8 44 off_45BOAFAS8 DCD loc_
ROM:45BOAFA8

ROM:45BOAFAC 0D EB F2 44 off_45BOAFAC DCD unk_
ROM:45BOAFBO C5 91 26 45 off_45BOAFBO DCD sub_

4
4
4
4
44D88198+1 ; DATA XREF: ROM:45BOAF2Ar
’
4
4

452691C4+1 DATA XREF: ROM:45BOAF3Er




ROM:45BOAFB4 B1 AD 26 45 off_45BOAFB4 DCD unk_4526ADB1 ; DATA XREF: ROM:45BOAF54r
ROM:45BOAFB8 E5 B6 D8 44 off_45BOAFBS8 DCD loc_44D8B6E4+1 ; DATA XREF: ROM:45BOAF64r
ROM:45BOAFBC AB OF 00 00 dword_45BOAFBC DCD OXFAB ; DATA XREF: ROM:45BOAF6Er
ROM:45BOAFCO 2C 06 00 00 dword_45BOAFCO DCD 0x62C ; DATA XREF: ROM:45BOAF74r
ROM:45BOAFC4 45 FD F2 44 off_45BOAFC4 DCD unk_44F2FD45 ; DATA XREF: ROM:45BOAF76r
ROM:45BOAFC8 A4 53 1A 20 dword_45BOAFC8 DCD 0x201A53A4 ; DATA XREF: ROM:45BOAF7Er
ROM:45BOAFC8 ; ROM:45BOAF8Er
ROM:45BOAFCC 91 91 26 45 off_45BOAFCC DCD sub_45269190+1 ; DATA XREF: ROM:45BOAF82r
ROM:45BOAFDO 8C 87 04 20 dword_45BOAFDO DCD 0x2004878C ; DATA XREF: ROM:45BOAF88r
ROM:45BOAFD4 2A F4 00 00 dword_45BOAFD4 DCD OxF42A ; DATA XREF:
sub_45B0AF94+2r

ROM:45BOAFD8 F9 FC 27 45 off_45B0OAFD8 DCD unk_4527FCF9 ; DATA XREF:

sub_45B0AF94+4r

Now we’re going to create famous asm file:

* Place the cursor at beginning of first offset (45BOAF00) and press Alt+L, then go down with arrows
until all analyzed code is selected.

* After, press Alt+F10 and a text box will come up, asking for asm file path (it doesn’t matter where
you save)

Now we has created asm file =), now we need to clean and set it up before porting all hooks.

Next actions needs to be performed for to do a proper clean and setting up
* Erase all quoted text (including everything later of ";").

* Add to beggining of asm, the header

Code: Select all

include "x.inc"

* Add ":" later of any loc_ that starts a function.

* Erase all # symbol.

» Add “org”at the beginning of each block.

o Blocks, must be defined when we want to do a jump to another line (offset), as is the case of hooks,
and the start of new code.

o It requires to be follow of a declared value (variable or hexavalue).

* Exchange all unk_, loc_, or sub_ located in main, to Ox (instead of loc_45441236, 0x45441236)

* Exchange all

Code: Select all

DCB OxFF
DCB OXFF

for :
Code: Select all
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align 4

« If isn't present an align 4 instruction before of off, or dword instruction, it should be added.

« off or dword with values like 0x20yyyyyy are heap address and it must be ported, and declared same
the addresses rest.

+ All addresses that we change with 0x, needs to be moved at asm begining (inmediatly at header), and
leave a "link" in its place, like this:

Code: Select all

sub_45B0OAF94:

PUSH  {RO-R7,LR}

LDR RO, dword_45BOAFD4

LDR R7, off_45BOAFD8

B loc_45BOAF78
dword_45BOAF9C DCD 0OxD58
off_45BOAFAQ DCD sub_452678B8+1
dword_45B0OAFA4 DCD 0x83C
off_45BOAFAS8 DCD loc_44D88198+1
off_45BOAFAC DCD unk_44F2EBGD
off_45BOAFBO DCD sub_452691C4+1
off_45BOAFB4 DCD unk_4526ADB1
off_45BOAFBS8 DCD loc_44D8B6E4+1
dword_45BOAFBC DCD OXFAB
dword_45BOAFCO DCD 0x62C
off_45BOAFC4 DCD unk_44F2FD45
dword_45BOAFCS8 DCD 0x201A53A4
off_45BOAFCC DCD sub_45269190+1

After;
Code: Select all

include "x.inc"

addri equ 0x452678B8
addr2 equ 0x44D88198
addr3 equ 0x44F2EBOD
addr4 equ 0x452691C4
addr5 equ 0x4526ADB1
addré6 equ 0x44D8B6E4
addr7 equ 0x44F2FD45
addr8 equ 0x45269190
heapl equ 0Xx201A53A4

sub_45BOAF94:
PUSH {RO-R7,LR}
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LDR RO, dword_45BOAFD4

LDR R7, off_45BOAFD8

B loc_45BOAF78
align 4
dword_45BOAF9C DCD 0xD58
off_45BOAFAQ DCD addri+1
dword_45B0OAFA4 DCD 0x83C
off_45BOAFAS DCD addr2+1
off_45BOAFAC DCD addr3
off_45BOAFBO DCD addr4+1
off_45B0OAFB4 DCD addr5
off_45BOAFBS DCD addr6+1
dword_45BOAFBC DCD OXFAB
dword_45BOAFCO DCD 0x62C
off_45BOAFC4 DCD addr7
dword_45BOAFC8 DCD heap1l
off_45BOAFCC DCD addr8+1

* Too, the value of new code must be declared at beginning of asm like in main addresses.

So, after clean and setting up asm generated should be like this:
Code: Select all

include "x.inc"

addri equ 0x452678B8
addr2 equ 0x44D88198
addr3 equ Ox44F2EBOD
addr4 equ 0x452691C4
addr5 equ 0x4526ADB1
addr6 equ 0x44D8B6E4
addr7 equ Ox44F2FD45
addr8 equ 0x45269190
addr9 equ 0x4527FCF9
heapl equ Ox201A53A4
heap2 equ 0x2004878C
patch equ 0x45BOAF0O0O

org patch
LDR R5, dword_45BOAF9C
ADD R1, R4, ©
PUSH  {RO-R7,LR}
MOV RO, OXxA
ADR R1, loc_45B0OAF20
ADD R1, 1
LDR R7, off_45BOAFAO
B loc_45BOAF78
LDR RO, dword_45B0OAFA4
ADD R4, R4, RO
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PUSH {RO-R7, LR}

MOV R1, O

BL sub_45B0AF94

B loc_45BOAF7A
align 4

loc_45BOAF20:
PUSH {RO-R7,LR}

MOV R1, 1

BL  sub_45BOAF94

MOV RO, ©

LDR R7, off_45BOAFAS
BLX R7

MOVL RO, Ox3ES8

ADR  R1, loc_45BOAF7C
ADD R1, 1

LDR R7, off_45BOAFAQ
B  loc_45BOAF78

PUSH {RO®-R7,LR}

LDR RO, off_45BOAFAC
LDR R7, off_45BOAFBO
BLX R7

CMP RO, 0

BNE  loc_45BOAF52

LDR R7, off_45BOAFAS
BLX R7

MOV R1, 1

BL  sub_45BOAF94

B loc_45BOAF7A

loc_45BOAF52:
MOV R1, O
LDR R7, off_45BOAFB4
B loc_45BOAF78
MOVL RO, 0x820
ADD RO, R4, RO
SUB SP, SP, 0x10
MOV R2, SP
PUSH  {R®-R7,LR}
LDR R7, off_45BOAFB8
BLX R7
CMP RO, 0
BEQ loc_45BOAF7A
LDR RO, [R6]
LDR R1, dword_45BOAFBC
ADR R2, loc_45B0OAF7C
ADD R2, 1
LDR R3, dword_45BOAFCO
LDR R7, off_45BOAFC4




loc_45B0OAF78:

BLX R7
loc_45BOAF7A:

POP  {RO-R7,PC}
loc_45BOAF7C:

PUSH  {RO-R7,LR}

LDR RO, dword_45BOAFCS

LDR RO, [RO]

LDR R7, off_45BOAFCC

BLX R7

B loc_45B0AF52

LDR R3, dword_45BOAFDO
LDR  R7, [SP,#0x14]
PUSH  {RO-R7,LR}

LDR R3, dword_45BOAFCS
STR R4, [R3]

B loc_45B0OAF7A

sub_45B0OAF94:
PUSH
LDR
LDR

{RO-R7, LR}
RO,
R7,

dword_45B0OAFD4
off_45BOAFD8

B loc_45B0OAF78

align 4
dword_45BOAF9C
off_45BOAFAQ
dword_45B0OAFA4
off_45BOAFAS
off_45BOAFAC
off_45BOAFBO
off_45BOAFB4
off_45BOAFBS
dword_45BOAFBC
dword_45BOAFCO
off_45BOAFC4
dword_45BOAFC8
off_45BOAFCC
dword_45BOAFDO
dword_45BOAFD4
off_45BOAFDS

DCD 0OxD58
DCD addri+1
DCD 0x83C
DCD addr2+1
DCD addr3
DCD addr4+1
DCD addr5
DCD addr6+1
DCD OxXFAB
DCD 0x62C
DCD addr7
DCD heap1l
DCD addr8+1
DCD heap2
DCD OxF42A
DCD addr9

Already having ready the new code it's necessary to complete he asm adding the remains pieces

corresponding to hooks in the main fw.

It's does analyzing as the new code but only it's necessary to copy the changed code.




example:

In the first hook the changed code it's
Code: Select all

c3d32c: 211C A847

also jumping to its offset we analyze and get :
IMAGE here
but as i say only it's neccesary to copy changed code

By the way we nedd to add (copy and paste in asm):
Code: Select all

ROM:44D7D32C A8 47 BLX R5

now we need to convert it at same format as in the rest of asm, and get this
Code: Select all

hook1 equ 0x44D7D32C

org hook1
BLX R5

Compilation

This step help us to get the source patch and match differences (if there) for later fix it before of
addresses porting.

For compile we need to download Armpc (recommended Gui executable attached).

We open Armpc gui and load the asm file in its place and the same with the raw file.

Now gui merges a text box that say "patch succesfully created" at path xxxx (where we chose to create
it). If there troubles with asm pop up a text box with the required information to fix the problem and

specific the line where it's.

Then having compiled patch we going to open the source patch and the compiled patch in notepad++,
now we go to plugins --> compare and set align matches, now press alt+d or go to plugins --> compare
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and select compare.

and we'll get this:
[non-available image posted]

under construction ...
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